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ABSTRACT
Technology coined as the vehicular ad hoc network (VANET)
is harmonizing with Intelligent Transportation System (ITS)
and Intelligent Traﬃc System (ITF). An application scenario of VANET is the military communication where vehicles move as a convoy on roadways, requiring secure and
reliable communication. However, utilization of radio frequency (RF) communication in VANET limits its usage in
military applications, due to the scarce frequency band and
its vulnerability to security attacks. Visible Light Communication (VLC) has been recently introduced as a more secure
alternative, limiting the reception of neighboring nodes with
its directional transmission. However, secure vehicular VLC
that ensures confidential data transfer among the participating vehicles, is an open problem. In this paper, we propose
a secure military light communication protocol (SecVLC)
for enabling eﬃcient and secure data sharing. We use the
directionality property of VLC to ensure that only target
vehicles participate in the communication. Vehicles use fullduplex communication where infra-red (IR) is utilized to
share a secret key and VLC is used to receive encrypted data.
We experimentally demonstrate the suitability of SecVLC in
outdoor scenarios at varying inter-vehicular distances with
key metrics of interest, including the security, data packet
delivery ratio and delay.

Keywords
vehicular ad hoc network; military ad hoc network; visible
light communication; security

1. INTRODUCTION
Technology coined as VANET is harmonizing with ITS
and ITF. VANET is proposed to mitigate the problems of
ITS and ITF as well as the traﬃc control and optimization.
VANET is a type of ad hoc network that communicates
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vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I) or
both [1] based on IEEE 802.11p (DSRC), which forms the
standard for Wireless Access for Vehicular Environments
(WAVE). One application area of VANET is military service, namely military ad hoc network. The research in the
military ad hoc network has gained popularity and expanded
to commercial applications that are promising for future.

Figure 1: Military Ad Hoc Network Structure on Highways

In military ad hoc networks, team member vehicles travel
as a convoy or along a multi-lane linear road segment in
highway or urban roadways and share data packets with
each other. Fig. 1 demonstrates an example military ad hoc
network structure on highway in a dashed ellipse that adopts
DSRC as wireless communication technology. On the roadway, military vehicles obey the traﬃc rules and keep the convoy structure in order to prevent any attack from adversary
vehicles. During the transportation, tactical command vehicle that is the first or the last vehicle in the convoy initiates
data transmission where the data contains the command or
plan and requires timely and reliable delivery [2]. Moreover,
the military ad hoc network must ensure that the disseminated data cannot be decoded by other vehicles in the communication range when data packets eavesdropped. As a
result, military ad hoc network communication on roadways
imposes strict requirements on the security of the communication channels used by vehicles and hence requires secure
protocols.
Currently, VANET security solutions mainly focus on the
dominant vehicular communication technology, DSRC which
suﬀers from the scarcity of RF and it is open to security attacks such as jamming and spoofing. Any adversary device
or vehicle within the transmission range can send the jamming signal to block the communication between military
vehicles. In the spoofing attack, on the other hand, the
adversary overhears the DSRC channel and impersonates

Table 1: Comparison of VLC and DSRC key properties
Property
Communication Scenario
Transmission Range
Data Rate
Frequency Band
Power Consumption
Spatial Reuse Eﬃciency
Electromagnetic Interference
Licensing
Coverage
Cost
Mobility
Weather Condition
Ambient Light

VLC
Typically LoS
Short Range and Highly Directional
Up to 400Mb/s
400 - 790 THz
Relatively Low
High
No
Free
Narrow
Low
Medium
Sensitive
Sensitive

another military vehicle in order to inject faulty information into a specific area. Although DSRC based VANET
technologies have evolved over time [3], they suﬀer from the
security vulnerabilities and they are not directly applicable
to military communication. One example solution can be
enabling the vehicle to have a daily key for communication.
However, there exist some incidents where hackers succeed
in acquiring the secret key [4] by eavesdropping the DSRC
channel.
On the other hand, the scarcity of RF spectrum has led
researchers to investigate alternative technologies. VLC is a
relatively new communication technology that uses modulated optical radiation in the visible light spectrum to carry
digital information. Recently, many researchers are investigating vehicular VLC for diﬀerent purposes such as channel
characteristics [5, 6], requirements [7–9] and feasibility in a
hybrid architecture with DSRC [10]. Proposed vehicular
VLC schemes were studied either experimentally [5, 7–9] or
via computer-based simulations using Lambertian property
of LEDs [6].
One feature that makes VLC superior in comparison to
DSRC is security. The light directivity and impermeability
of the optical signal facilitate secure data communication
where it is ensured that only target vehicles participate in
the communication, making data diﬃcult to receive rather
than the light coverage. Furthermore, due to the directivity
of the VLC transceivers, attackers need to direct strong light
to saturate the receiver which can only be performed on a
single VLC link, as opposed to all vehicles in the communication range in the case of DSRC. From this perspective, VLC
is a promising technology to alleviate the security problems
of DSRC in the vehicular environment. However, security
implication of vehicular VLC had mostly been underrated
and there exist only a few studies focusing on non-vehicular
scenarios [11, 12]. On the other hand, secure light communication that ensures only the participating vehicles can extract and understand the content of the data is crucial for
several vehicular applications.
In this paper, we propose a secure light communication
protocol (SecVLC) for military ad hoc network on roadways
where IR is utilized to share a secret key and VLC is used to
receive encrypted data between vehicles. The contribution
of this paper is threefold. First, light directionality property
is used for ensuring that only target vehicles participate in
the communication. Second, vehicles use full-duplex communication where IR is the outgoing link to share a secret

DSRC
Both LoS and NLoS
Long Range and Usually Omnidirectional
Up to 54Mb/s
5.8 - 5.9 GHz
Medium
Low
Yes
Required
Wide
High
High
Robust
Not Aﬀected

key and VLC is the incoming link to receive encrypted data.
We experimentally evaluate the suitability of SecVLC in outdoor scenarios at varying inter-vehicular distances with key
metrics of interest, including the security, data packet delivery ratio and delay. Third, to the best of our knowledge, the
proposed protocol SecVLC is the first work to secure light
communication in the vehicular environment.
The organization of the paper is as follows. Section 2
presents the state-of-the-art improvements in VLC technology. A detailed comparison of DSRC and VLC is demonstrated in Section 3. Section 4 describes the used system
model. The details of SecVLC protocol are presented in
Section 5, followed by the experimental results in Section 6.
Finally, concluding remarks are given in Section 7.

2.

VLC TECHNOLOGY

The field of VLC has undergone significant research advancements over the past decade which only serves to further emphasize the enormous potential of the technology for
a wide range of applications. Gigabit-class connectivity has
been demonstrated under laboratory conditions by means of
commercially available LEDs [13, 14]. Similar speeds have
also been demonstrated with a new class of LED devices,
called micro-LEDs, with sizes in the order of tens of micrometers. The performance of these micro-LEDs indicates
that potentially every pixel of every screen, as well as every
indicator light on a device, can be transformed into a highspeed visible light communication transmitter. Further, impressive results in the field have shown that laser-based light
sources have the potential to unlock wireless communication rates in the order of hundreds of Gigabits per second [15, 16]. Complementarily, the high-speed demonstrations of the optical transmitters’ capabilities have been with
a variety of photodetectors being employed. Avalanche photodiodes (APDs) have been widely adopted in high-speed
applications where high sensitivity is required [17], whereas
single photon avalanche photodiode (SPAD) based detectors
are under development and have been demonstrated working with complex modulation schemes such as orthogonal
frequency division multiplexing (OFDM) [18]. In addition,
solar panels have also been successfully employed as energyeﬃcient photodetectors that can provide simultaneous energy harvesting and communication [19, 20]. Consequently,
they can be used in a large variety of oﬀ-the-grid wireless
communication applications. The significant research advancements in the field have been complemented with the
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Figure 2: System model for military VLC

release of the first LiFi wireless adaptor - the LiFi-X - which
supports wireless links comparable to existing WiFi networks, however, in significantly denser deployment scenarios [21].

3. COMPARISON OF DSRC AND VLC
A comparison of the key properties of VLC and conventional DSRC is presented in Table 1. DSRC is usually omnidirectional and can work both in line-of-sight (LoS) and nonline-of-sight (NLoS) scenarios in licensed frequency band 5.8
- 5.9 GHz with high mobility. VLC, on the other hand, is
highly directional and typically works in LoS scenarios at
short range, around 25-50 meters, with high sensitivity to
weather condition and ambient light. Compared to DSRC,
the maximum range of VLC is much shorter as its eﬀective free-space path loss is 4 instead 2 in the case of RF [22].
Therefore, VLC provides much higher spatial reuse eﬃciency
with eﬀective interference control at high vehicle density.
Moreover, multipath fading is negligible in VLC even at high
vehicle mobility [23]. VLC also brings several advantages of
not causing any health concern nor any electromagnetic interference, being license-free and easy integration with existing LED equipped vehicles with low-cost additional onboard
units. The IEEE 802.15 working group for wireless personal
area networks (WPAN) standardized the PHY and MAC
layer for VLC in the IEEE 802.15.7 task group.
A typical VLC system uses fast switching light emitting
diodes (LEDs) as the transmitter to simultaneously provide
illumination and communication in indoor and outdoor scenarios. VLC is a promising technology for military ad hoc
network with most of the communication components already existing within vehicles. Modern vehicles have already
started to use LEDs due to their long service life, high resistance to vibration and better safety performance. LEDs
are used in the stop lamps, brake lights, turn signals and
headlamps of many vehicles. On the other hand, VLC receivers are mostly either photo-diode (PD) [24] or CMOS
camera [25] which can be found in many vehicles as the
front or rear camera for lane tracking and parking purposes.
In real-world vehicular VLC deployments, it is diﬃcult
to send messages directly from the front vehicle to all team
members, which are traveling in a convoy. This is due to
the sharp directivity and the vehicles’ bodies as obstacles.
Moreover, vehicles within the coverage of the transmitting
vehicle can also eavesdrop the shared packets as in DSRC.
From the military ad hoc network perspective, the successful decoding of military shared information by an adversary
might have disastrous eﬀects. Therefore, secure vehicular

VLC that ensures only the participating vehicles can extract
and understand the content of the data, is required.

4.

SYSTEM MODEL

The system consists of vehicles moving on the highway
or urban roadways as a convoy, as depicted in Fig. 2. In
the vehicular convoy, vehicles are organized into groups of
closely following vehicles and obey the traﬃc rules such as
speed limit and usage of headlights. The speed variation
of the vehicles in the convoy is very small. Each vehicle
maintains a proper following distance by either slowing down
when it gets too close or speeding up to preserve the convoy
distance that is minimum 2 meters [26]. Moreover, there
may exist a malicious insider in the system that overhears
the communication channel and tries to extract the data
content. The malicious insider can be a roadside unit or a
vehicle that is not part of military ad hoc network.
The message is broadcast in the vehicle convoy in multiple
hops. In other words, each vehicle can be both source and
destination as shown in Fig. 2. In each hop, the communication of consecutive vehicles is provided via VLC, since
further nodes cannot communicate with other vehicles in between. Each vehicle contains a transmitter unit connected
to the LED headlights and IR receiver on the front bumper.
The data is disseminated through these headlights from source
to destination.
Vehicles are also equipped with the PD based receiver unit
(Rx) and IR transmitter on the rear bumpers. Transmitted
data packets are captured by Rx whereas the secret key is
transmitted from destination to source by use of IR transmitter. Each vehicle uses IR as the outgoing link to share
a secret key and VLC as the incoming link to receive encrypted data. To ensure shared secret key freshness, it is
changed for each data transmission in order to prevent the
system from a possible attack that can be triggered by the
malicious insider. Due to LoS sensitivity of IR, it is only
used for 4-bytes secret key dissemination.

5.

SECVLC PROTOCOL

Features of the proposed secure light communication protocol SecVLC are as follows;
1. It uses the directionality property of VLC to ensure
only target vehicles participate in the communication.
2. It utilizes the full-duplex communication where IR is
the outgoing link to share a secret key and VLC is the
incoming link to receive encrypted vehicle data.

Source

Destination

SecVLC Protocol
Initialize()
Key Generation
GenerateKey()

Secret Key
Encryption

alternatives without any practical attacks against AES till
to date.
After receiving the secret key from the destination, the
source encrypts the data packet and transmits the encrypted
packet via light beams in VLC. If any vehicle exists in the
light coverage of the source, it cannot decode the data packet
without the secret key. This actually solves the channel overhearing problem of DSRC based military communication.
Following the sharing of the secret key, the destination receives encrypted data packets from the source while concurrently sharing newly generated secret key via IR transmitter
for the next round of data transmission. The full-duplex IR
and VLC communication enable the data security without
increasing delay. After receiving data packets, the destination decrypts them using the secret key. For each data
message, the destination shares a secret key with the source
for encryption.

Data Encryption()

6.

Encrypted Data Packet
Decryption
Data Decryption()

PERFORMANCE EVALUATION

We implemented SecVLC protocol in Java on top of Li-1st
transceiver software [27] that is integrated Keyczar [28] key
generation toolkit. Li-1st is the first commercial product of
VLC that is manufactured by pureLifi Ltd. It provides an
opportunity to rapidly develop and test VLC applications
that utilize commercial LED infrastructures. Li-1st consists
of transmitter unit Tx and PD based receiver unit Rx. The
Tx unit is attached to two symmetrical LED fog lights [29]
where automotive fog lights are preferred due to their wide
and flat illumination pattern to minimize reflection by fog.
On the other hand, Keyczar is an open source toolkit developed by Google for key generation.

Secret Key

Figure 3: SecVLC Protocol steps

VLC Tx
VLC Tx

VLC Rx

IR Rx
IR Tx

3. It operates with keys generation and share mechanism
that is used for the data encryption and decryption
where data packets cannot be decrypted without generated keys.
Fig. 3 demonstrates the steps of SecVLC protocol. SecVLC
consists of five parts; initializing system, key generation, IR
key transmission, data encryption/decryption and VLC encrypted data dissemination. SecVLC starts by initializing
the system. The system boots up its hardware components
and informs the destination that it is waiting for the secret
key. The destination is triggered via the incident light beam
coming from the source. When the destination receives the
light beams then it generates a secret key for data encryption.
Generated secret key is transmitted via IR transmitter.
The narrow transmission angle property of IR enables only
the following vehicle to receive the secret key, as opposed to
all vehicles in the communication range in the case of DSRC.
Secret keys are based on the Advanced Encryption Standard
(AES) that is widely adopted due to features such as fast
symmetric key generation and strength compared to other

Figure 4: VLC and SecVLC Experimental Setup

Two Vishay [30] high speed infra-red emitting diodes are
utilized as IR transmitter and IR receiver for sharing the
secret key between source and destination. Both Tx and Rx
are connected to computers for evaluating communication
performance. In order to compare the security vulnerabilities of communication medium, scenarios where vehicles use
DSRC and visible light data transmission, namely VLC, are
evaluated. The DSRC communication scenario is simulated
with the convoy driving implemented simulator, VEhicular
NeTwork Open Simulator (VENTOS) [31]. On the other
hand, VLC and SecVLC experiments are performed in an
outdoor environment as shown in Fig. 4 to take into account the reflections from vehicles and road. Night time outdoor measurements are executed to compensate shot noise,
sourced by diurnal variations. Our experiment emulates the
scenarios that are the front of following vehicle disseminating commands (i.e. mission orders, mission plan and etc.)
with LED fog lights to the rear of leading vehicle proceed-

Table 2: Experimental Setup Parameters
Parameters
LED Fog Lights Ground Height
LED Fog Lights Separation Distance
Inter-Vehicular Distance
Data Packet Size
Li-1st Modulation
Li-1st Error Correction
Li-1st Data Rate
Secret Key Packet Size
Vishay IR Half Intensity

Value
36 cm
150 cm
2 - 6 meters
100 bytes
Pulse Amplitude
Modulation
Reed-Solomon
5 Mbps
4 bytes
18 degree

Performance evaluation of SecVLC is done in two parts.
The first part focuses on the security analysis of SecVLC
where the system with a malicious insider is investigated.
The malicious insider is a vehicle that is positioned on the
road with constant mobility. For each experiment, 100 data
packets are sent over the military ad hoc network and malicious insider tries to extract the data content. In the second
part of the performance evaluation, network performance
metrics are interpreted by comparing the data packet delivery ratio (DPDR) and the delay between vehicles. In each
experiment, custom created 100-bytes data packet is sent.
The eﬀect of data size is considered for the diﬀerent volume
of data varying from 200 bytes to 500 bytes.

6.1 Security Analysis
In security analysis of SecVLC protocol, malicious vehicle’s data decoding ratio is analyzed. Data decoding ratio is
defined as the ratio of the number of successfully plain text
converted data packets to the total number of transmitted
data packets. In this scenario, the malicious vehicle receives
the data packets and tries to decode the data for subsequent
processes such as stealing the vehicle identity information.

versary vehicle overhears the channel if it is located in the
transmission range (300 meters) of military vehicles. On
the other hand, VLC limits the adversary data reception
due to its directional transmission. However, adversary vehicle still receives the data if it is positioned in headlight
coverage. Compared to DSRC and VLC, SecVLC encrypts
the data packet and data content can only be decrypted
with the secret key. Even if the adversary vehicle overhears
the channel, it can only receive plain text control packets
transmitted in the initialization phase of the protocol.

6.2

Network Performance Analysis

In this part of the performance evaluation, network performance of SecVLC protocol is investigated by analyzing the
metrics including DPDR and the delay. DPDR is defined as
the ratio of the number of successfully received data packets to the total number of transmitted data packets. The
average delay metric is defined as the average latency of
data packets that travel from the Source to the Destination that includes secret key IR transmission, data encryption/decryption and VLC dissemination.
100
98
Data Packet Delivery Ratio (DPDR) %

ing on a curved path. Table 2 lists the experimental system
parameters.
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Figure 6: Data Packet Delivery Ratio Comparison
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Figure 5: Data Packet Decoding Ratio Comparison
Fig. 5 demonstrates that adversary vehicle can receive the
data packet in both DSRC and VLC scenarios with minimum %70 data packet decoding ratio. In the DSRC, ad-

Fig. 6 shows the DPDR comparison of SecVLC and VLC
at diﬀerent distances for varying data packet size. We observe that the DPDR value exhibits similar degradation patterns with the increasing distance. Moreover, as the distance gets larger, both SecVLC and VLC have diﬃculty
in delivering data packets. This can be explained by the
received signal strength (RSS), where as the distance gets
larger the RSS sensed in receiver unit decreases. As a result
of RSS decrease, data packets cannot be received successfully. From this perspective, we can say that RSS decrease
in the large distances is the major factor that aﬀects the
DPDR in SecVLC.
Fig. 7 shows the average delay performance of SecVLC
protocol compared to VLC as a function of distance with
varying data size. Compared to VLC, measured delay value
for SecVLC contains key IR transmission, data encryption,
data decryption and VLC data dissemination. Moreover,
the eﬀect of data size on average delay is analyzed by changing the data volume. As observed in Fig. 7, as the data size
increases SecVLC necessitates larger time to encrypt and decrypt. Despite the average delay for SecVLC is higher than

0.20

0.16
0.14
Average Delay (sec)

scenarios and analyzing the performance of NLoS communication where the vehicle does not have a direct view of the
rear vehicle bumper. We will also experimentally evaluate
the SecVLC protocol at diﬀerent light, temperature and humidity conditions for high-speed data communication with
automotive LED lights.
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the VLC, it is acceptable provided that secure data transmission is enabled where only target vehicle can extract the
data content. From this perspective, we can say that there is
a trade-oﬀ between security and delay for VLC and SecVLC
protocol: VLC provides lower delay than SecVLC whereas
SecVLC achieves data security by encrypted communication.

7. CONCLUSION AND FUTURE WORK
In this study, we perform the first work to investigate data
security in light based military ad hoc network and propose
SecVLC protocol for securing communication. In SecVLC,
we first use the VLC directionality property to ensure only
target vehicles participate in the communication. Then, vehicles use full-duplex communication where IR is the outgoing link to share a secret key and VLC is an incoming
link to receive encrypted vehicle data. We experimentally
evaluate the suitability of SecVLC in outdoor scenarios by
varying the inter-vehicular distance and data size with different metrics of interest including the security, data packet
delivery ratio and delay.
Experimental evaluation of SecVLC protocol demonstrates
its suitability for securing light based military communication. In the security analysis of SecVLC, we observe that
despite VLC limits the data reception due to its directional
transmission, it still possible to receive and decode the data
packet if the adversary locates in light coverage. On the
other hand, secret key enabled SecVLC prevents adversary
vehicle decoding the data packet even it is received successfully. Moreover, the network performance analysis shows
that DPDR value exhibits similar degradation patterns with
the increasing distance for both SecVLC and VLC. RSS at
large distance is not enough to successfully receive the data
packet and it is the major factor that has an eﬀect on the
DPDR in SecVLC. On the other hand, delay value analysis
shows that SecVLC requires extra time for data encryption
and decryption. As the data packet size increases, delay
value also increases.
In the future, we plan to extend SecVLC protocol by using VLC for both key and data transmission such that extra IR transceiver will not be required by the protocol. We
aim at determining the eﬃciency of SecVLC protocol in LoS

8.
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